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Health, Safety, and Environmental Policy
Ministry of Petroleum
Islamic Republic of Iran

The ministry of petroleum is committed to develop, implement, and maintain a
generative HSE management system as a core value in which all potential hazards
arc identified, assessed, eliminated or controlled. This will ensure the establishment
of a safe environment that protects the health and safety of its employees,
contractors, visitors, clients, and neighbors. In order to achicve this goal, the
accountability of all petroleum industry directors, supervisors, and staff is essential.

Our Goal:

No accidents, no harm to employees and the public, and no damage to the
environment

Qur Approach:
Moving towards sustainable development, increased productivity, and
human resources advancement by exceeding current standards

Our Commitments:

- Prioritizing health, safety, and environmental issues in the petroleum industry;

- Promoting a transparent and constructive communication system between
directors, staff and the society in general;

- Allocating required financial, human and organizational resources;

- Compliance with national and international rules and regulations;

- Optimizing use of energy and resources;

- Continuous evaluation and improvement of strategies, methods, and programs
in order to maintain a generative HSE management system;

- Transparent report writing;

- Continuous provision of essential training;

- ldentifying, assessing, eliminating and/or effective control of potential hazards
under normal, changing and critical conditions;

- Supporting research, consulting services, and ensuring that employees are
competent to fulfill their specified tasks;

- Regularly review performances, recognize excellence and pay tribute to those
who have effective role in the development and improvement of generative
HSE management system.

You and I are jointly and equally responsible for safeguarding human lives, the
environment and national resources. Therefore, I expect all colleagues to assist the
petroleum industry to reach its goals.

Minister of Petroleum
4.2.2005

Arthur P Little

A New Approach ...

Qutstanding performance and continuous improvement in all Health, Safety, and
Environmental programs will only be achieved by solid implementation of HSE
management system (HSE-MS). Promoting systematic prevention methods to eliminate
or reduce hazards in the workplace require understanding of a culture in which the
elements of the management system can flourish.

HSE management system in the Petroleum Ministry by collaborating with its subsidiary
companies and effective implementation of programs based on health, safety, and
environmental strategy of the Petroleum Ministry of the Islamic Republic of Iran for
moving towards sustainable development, is committed to develop, implement, and

maintain a generative HSE management system in all petroleum related industries in Iran.

TISE Department, Ministry of Petroleum

367 Taleghani Avenue

Tehran, Iran 1581745113

Tel: (+98-21) 883-9132, 884-7519, 615-2539, 615-3589, 615-4098
Fax: (+98-21) 883-9132, 884-7519

Website: www.mophse.com
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OHS Risk Assessment — Introduction: Why Assess Risks? ” II n

Occupational Health and Safety (OHS) risk assessments are conducted for
reasons of compliance, corporate responsibility, and financial management

Reasons Related Issues

B The occupational health and safety laws in many countries require companies to
undertake some level of risk assessment

B Risk assessment is also a key components of standards like OHSAS 18001

B In many international companies effective assessment and mitigation of risks is also
required by internal policies and procedures

B OHS incidents can damage individuals, their families, company property, and reputation

B Thorough risk assessment and mitigation can help to prevent or minimise this damage,
and improve stakeholder relationships

Corpdrate B Risk assessment is therefore recognised as an important aspect of good OHS
ReSponsibiIity management practice

B Poor OHS management can be expensive

B An OHS incident may result in direct and indirect costs, which can add up to a
significant amount

B Effective management of OHS risks helps to reduce insurance costs

B Risk assessment can help companies to estimate the potential costs, and to prioritise
and mitigate risks accordingly

nru‘lr D Li“je NPC/20365/Mod3_125 Handbook OH&S Risk Assessment.ppt 3
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OHS Risk Assessment — Introduction: Why Assess Risks? | I I I n

Risk assessment is a key tool for controlling and reducing uninsured costs
of damage to people and property, which can be very significant

B The overall costs of an incident can
escalate rapidly, when indirect
costs are taken into account

B The approximate ratio of direct to
indirect costs is $1 to $10

B For example, if an accident in a
manufacturing facility results in
$1,000 damage to equipment, the
associated indirect costs may
amount to $10,000

A.ﬂ‘lr D Lmje NPC/20365/Mod3_125_Handbook_OH&S Risk Assessment.ppt 4
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OHS Risk Assessment — Introduction: Why Assess Risks? ” II n

The indirect costs of accidents are often not fully covered by insurance;
even in offices the ratio can be 1:3 and in industry from 1:8 up to 1:36

M |t is often assumed that insurance will cover any financial losses but policies often
fall short when it comes to costs in the general day to day running of a business

— Dealing with the incident means downtime for the injured person and anyone
assisting as well as medical treatment and making the area safe or machinery
serviceable again

— Investigation into the causes of the incident includes internal time as well as
reports to local authority

— Getting back to business may involve re-scheduling, recovery of production,
repairing damage and cleaning the site

— Business costs include the salaries of those injured and the replacements as well
as reduced productivity and training needs

B Employee accidents and ill-health cost British employers between £3.9 and £7.9
billion per year. Of this between £910 million and £3.7 billion is due to accidental
damage to property

B The uninsured costs of an injury causing absence from work in 2003 was estimated
as £2,234. For a serious injury costs can rise to £19,000

nru‘lr D Li“je NPC/20365/Mod3_125 Handbook OH&S Risk Assessment.ppt 5
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OHS Risk Assessment — Introduction: Definition of Risk ”II n

Risk is a combination of the two dimensions of a hazard: the anticipated
likelihood and potential severity of the consequences of an associated
undesired event

>

Slips, trips, and falls

How often will

an event occur?
Large hazardous chemical release

X

Frequency

>

Consequence

If the event does occur
what could be the consequences?

Risk Frequency Consequences

Il
X

nru‘lr D Li“je NPC/20365/Mod3_125 Handbook OH&S Risk Assessment.ppt 6
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OHS Risk Assessment — Introduction: Terminology

In order to conduct effective risk assessments, it is important to have a
common understanding of the terminology

Logic & Terms

A Hazard has the
potential to cause an

Accident

or
Occupational
exposure,

which will have
Consequences

of varying
Severity

and expected
Likelihood

Definition

An event, circumstance or condition with
the potential to cause harm (including
death, injury, ill health, damage, losses or
liabilities)

An unplanned event which results in fatal
or non-fatal injury, disease or ill health

Exposure to physical, biological or
chemical hazards through normal
occupational activities

An outcome resulting from an accident or
occupational exposure

A measure of the consequence

How often the accident or exposure might
occur (based on actual experience or
statistical data)

Example
Working at height

Fall from height

Exposure to high background
noise

Employee injury or illness
Fatal, major or minor

Frequent, occasional, infrequent

Arthur P Little
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OHS Risk Assessment — Introduction: Terminology ”II n

In order to conduct effective risk assessments, it is important to have a
common understanding of the terminology (continued)

Logic & Terms Definition

Severity
Fatal Injury or illness resulting in employee death, Asphyxiation by oxygen
either immediate or as a direct result, following deficient atmosphere or
hospitalisation exposure to toxic chemical
Major Injury or illness causing disability or Strain injury, broken limb,
hospitalisation laceration requiring stitches,
loss of consciousness, or acute
iliness requiring medical
treatment
Minor Minor injury, which can be treated on-site by the | Minor cut or bruised limb
First Aider, without disability or hospitalisation

Arthur 2 Little NPC/20365/Mod3_125_Handbook_OH&S Risk Assessment ppt 8
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OHS Risk Assessment — Introduction: Terminology

In order to conduct effective risk assessments, it is important to have a
common understanding of the terminology (continued)

Logic & Terms Definition

Likelihood
Frequency Number of occasions the event occurs in a
given time period (dimensional, per unit time)
Probability Number of occasions event does occur
compared with number of occasions event
could occur (dimensionless, between 0 and
1)

Example

Operators work at height 100
times per year at the site. On
average, there is one recorded
incident each year where a
worker falls

Frequency of working at height
= 100/year (based on current
level of activity)

Frequency of falls from height =
1/year

Fall probability = 1/100 = 0.01
per activity (working at height)

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125 Handbook OH&S Risk Assessment.ppt 9
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OHS Risk Assessment — Introduction: Terminology

In order to conduct effective risk assessments, it is important to have a
common understanding of the terminology (continued)

Logic & Terms

Definition

Example

Risk

ALARP

Average or expected number of fatalities or
injuries per year from a hazard

It is seen as good practice to reduce risk to as
low as reasonably practicable, i.e. to reduce
the risk to a point, beyond which further risk
reduction is impracticable,

or its cost is grossly disproportionate

to the improvement gained

Number of operators breaking
his/her leg per year a result of a
fall whilst working at height

Best practice options
implemented, including barrier
and harness. It can be shown
that further controls are not
practicable or the additional
cost and effort cannot be
justified against the safety
benefit that would be received

Arthur P Little
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OHS Risk Assessment — Introduction: Terminology ”II n

Many companies report their workplace accident records using a number of
well know terms

Logic & Terms  Definition Example
TRIR Total Recordable Incident Rate (number of incidents Explorstion| 2
with or without lost time per million man-hours worked) & Produstion 1;3:
5 Pouer gg
Fefining 1%%
LTA Lost time accidents are defined in the UK as 'injuries & Marketing] 5
resulting in greater than three days lost (not including Chemicals |10 8
the day of injury) 16.4

1
!
]

Lost time accident rate (per 100,000 hours)

a7 —a— ClA' rate

RIR US OSHA2 definition of recordable injuries and
illnesses. This more detailed measure of underlying
safety performance includes all incidents that require
more than first aid treatment.

Chernicals

) . Exploration EIE

LTIF Lost Time Incident Frequency & Production |
(number of lost time incidents per million man-hours Gas |24

worked) £ Power |37

Fiefining 54

E Marketing Ei

a4

a.r

20

LTIF
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Jlre cplcd BB slas lowm g Slos 5l US OSHAZ &y e

06

o loslasg, (ooles Jalis a5 ol o] (Lol 8 Shoe (s (5 5 58 recordable )RIR
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& Froduction |10 Slaygy 3l bl o Al o juilgl18) Slaygy 3 (Ll oy Al (yLe iyl 8 Lost Time )LTIF
Gas |54 (eus planil )l celw (ygabo S 22 | (Incident Frequency

18

£ Fower |45

Fiefining |23
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OHS Risk Assessment — Introduction: What and When? ”II n

When defining the scope of the risk assessment, consider the possible
hierarchy of risk assessments for a site

Site-wide risk assessments should be conducted as a
minimum, identifying the priority risks and informing site
management decisions

Work area risk assessments are the next level, focussing
on the main risks in a designated area and highlighting
needs for further assessment and control

Detailed job or machine-specific risk assessments can
be conducted where there are specific concerns, or where
standards and regulations dictate particular risk assessment
methodologies

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125_ Handbook_OH&S Risk Assessment.ppt 12
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OHS Risk Assessment — Introduction: What and When?

Risk assessments should be conducted for a range of locations, activities
and issues, at appropriate points in time

What to Assess

Routine work tasks

Non-routine tasks (e.g.
equipment repairs)

Changes in equipment or
procedure

External hazards (e.g. adjacent
facilities)

Offsite/public locations (e.g.
sales, travel)

M Initially — to determine if suitable
controls are in place

B Periodically — to ensure that initial
assessments are still relevant

B Prior to implementation of changes

B Forthcoming changes in regulation or
practice

B On an ongoing basis, if it helps to
maintain awareness of certain risks,
or to identify the impact of unforeseen
changes

Legislation or company standards may dictate which risk assessments should be conducted,
and when the risk assessments should happen

Arthur P Little
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OHS Risk Assessment — Introduction: Approach ” II n

A five step approach can be followed to conduct an OHS risk assessment,
in line with industry good practice

Identlfy Determine E;zlsug:ﬁj o

potential who might identify Record your

hazards :ﬁdhﬁgcved’ el findings
measures

Review youre

assessment
and revise if
necessary

Each of these steps is explained in detail in the following sections of the
course

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125_ Handbook_OH&S Risk Assessment.ppt 14
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OHS Risk Assessment — |dentify Hazards ”II n

The first step in the risk assessment process is identification of potential

hazards
. Determlne Evaluate rlsks
Idoetgtr::)i,al who might be and identify Record your
Eazards harmed, and control findings
how measures

Review your e

assessment
and revise if
necessary
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OHS Risk Assessment — |dentify Hazards ”II n

All sites, activities, and personnel that are relevant to the subject of the risk
assessment should be considered

Requirement

B OHSAS18001 and best practice require hazard identification to consider all aspects of the risk
assessment subject

B Consider each | ® Consider the activities being undertaken
g;%‘fgrzﬂg } B Interview selected employees to understand what they do, how they do it, when, and how often
work location B Document this initial on-site hazard identification

® Do not forget B During hazard identification, make sure that infrequent, non-routine activities are considered,
infrequent, in addition to regular, routine activities
non-routine B For example, non-routine activities should include maintenance and inspection, cleaning of
activities equipment

B Include all B All personnel should be considered (e.g. production and maintenance staff), including
personnel, } employees, contractors and visitors
arw_l ?!' m All facilities should be included (e.g. interior and exterior workplace locations, quality control
facilities laboratories, waste treatment plants, storage facilities, offices, and vehicles used for business)

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125_ Handbook_OH&S Risk Assessment.ppt 17
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OHS Risk Assessment — |dentify Hazards ”II n

A structured and logical approach should be used for hazard identification,
for example it may help to split activities into groups

Requirement

B Hazard identification should be undertaken using a structured and logical approach

B |t may help to split activities into groups and sub-groups, e.g.:
Groups { A d?nf];:\(:i:t?:t(i’on Others ?ng?;?;i:::cg Storage & Transportation
Management and clerical e W%tg rn:[rreatment Processing Warehousing and storage
Cleaning and catering Manual handling Maintenance Loading/Unloading
Sub-Groups < Maintenance Security Transport
Workshops
Laboratories & R&D
\ Department

Arthur 2 Little NPC/20365/Mod3_125_Handbook_OH&S Risk Assessment.ppt 18
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OHS Risk Assessment — |dentify Hazards

It is important to think about all the generic hazard types that could apply in

each situation...

Requirement

B All generic hazard types should be considered during hazard identification

B Ensure that all generic hazard types have been considered, e.g.:

Hazardous substances (e.g. chemicals, fuel oil,

Hazardous energy (e.g. electrical, heat, pressure, and

solvents) kinetic)
Heights Confined spaces
Fire

Manual handling

an t explosion

in uipment

Legionella

Noise ‘é

Display screen equipment

Security

Natural hazards (e.g. flood, storm, earthquake)

Slips, trips and falls (e.g. floor and stairway condition)

Example only - this list is not exhaustive

Arthur P Little
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OHS Risk Assessment — |dentify Hazards ”II n

... including hazards that could arise as a result of an emergency situation

Requirement

B Hazards resulting from emergency situations should also be identified

B Determine the potential hazards resulting from emergency situations, e.g.:
— Fire
— Chemical Release
— Spillage
— Flooding, earthquake, lightning strike, civil disorder, power failure

B Remember to consider existing emergency controls and mitigation measures, e.g.:
— Fire, smoke and heat detectors and alarms, and fire fighting equipment (e.g. sprinkler systems)
— Emergency response arrangements
— Ventilation systems
— Drainage

Arthur 2 Little NPC/20365/Mod3_125_Handbook_OH&S Risk Assessment ppt 20
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OHS Risk Assessment — |dentify Hazards ”II n

A number of techniques can be used in the hazard identification process —
the most appropriate one should be selected for each risk assessment

Requirement

B An appropriate technique should be used for hazard identification

B There are several techniques that can be used in hazard identification

B Each technique has advantages and disadvantages, and care should be taken in choosing an
appropriate technique for the subject area

B Four techniques for hazard identification, which we will discuss in more detail, are:

Job or machine safety Hazard and operability

Inspection Checklist analysis (HAZOP) study

Increasing complexity

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125_ Handbook_OH&S Risk Assessment.ppt 21



s e s M8 s 53 |||

O Gaabla Al Seais 5 (b3 R ) AS 28 ol O 68 ea Uiy A ) < phalie alalid Al 8 0
dgad GLALIN ) g

J)Sodu'lu\ ‘—""“"L‘Auj‘},)dﬂ)‘ .A,gl_\ akﬁa@bbﬁad\}.

v

4.1'359:

J)Sojufu.n\ u\}:\‘snuij‘)m%‘)\ oJLBA‘ﬁme‘)J.
3 gad S A 3 5 4 ) lie i) So QAT )y 5 Gl (BSEe 5 L) e ) )a Gy 2

Db ke 3 S ) A Cima Ll 3 ge 53 Jauadl 4y Tamy 480 Jhlse (ililio a5 s Ulea M

eI RS e
—

A.ﬂ‘lr D Lmje NPC/20365/Mod3_125_Handbook_OH&S Risk Assessment.ppt 21



OHS Risk Assessment — |dentify Hazards ”II n

Simple inspection of a site should be sufficient to identify hazards,
providing the operations are not complex and the hazards are minor

B Simple inspection can be an effective technique for hazard identification, if conducted by an
experienced person, with a thorough knowledge of the operations

B An effective inspection should consider all the factors set out in the five step approach, including
routine and non-routine activities, and the personnel involved

B If the operations on site are not complex, and the hazards are likely to be minor, obvious, and
easily recognisable, it may not be necessary to use structured tools to aid hazard identification

B However, structured tools should be used if inspection suggests that the hazards are significant

B The benefits of this approach are:

— It makes good use of the experience and knowledge of staff
— Itis not resource or data intensive

B The weaknesses of relying on a simple inspection include:
— Potential for hazards to be overlooked
— Requirement for assessor to have comprehensive, expert knowledge of the potential hazards

m Checklist Job/machine safety analysis HAZOP study

Increasing complexity

n'ﬂ‘lr D Lmje NPC/20365/Mod3_125_ Handbook_OH&S Risk Assessment.ppt 22
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OHS Risk Assessment — |dentify Hazards ”II n

Checklists are useful tools for hazard identification, as they prompt the
assessor on potential issues and ensure consistency across sites

B A checklist should list all potential hazards to azacovslevnetaees
be considered, communicating experience and B Toxic? B Potential for oxygen
existing understanding of hazards B Flammable? depleted atmospheres?
Machinery
u .It can .be l.'lsed as a prompt in hazard B Moving parts? M Pressure?
identification m Sharp edges or traps? m Tempesrature?
M It can also facilitate completion of consistent CETEEE
risk assessments, by listing other factors for M Public or on site use” \W Competence/fitness of
consideration (e.g. people affected, risk n Q'egr access/rouits (i driver?
controls) site’
Manual handling
B Common weaknesses of the checklist B Weight/shape of B Sharp edges?
approach are: objects?
— Potential for hazards to be overlooked, if ® Distance/heights?
not included in the list Other workplace hazards
— Requirement for assessor to have ® Noise? B Working at heights?
understanding of potential safety issues B Dust?

Many hazard checklists have been published, however suitable checklists may need to be
developed by OHS&E managers, to reflect local operations and cover all potential hazards

Inspection Checklist Job/machine safety analysis HAZOP study

Increasing complexity
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OHS Risk Assessment — Approach: Identify Hazards ”II n

Checklists are useful tools for hazard identification, as they prompt the
assessor on potential issues and ensure consistency across sites

B A checklist should list all potential hazards to azacovslevnetaees
be considered, communicating experience and B Toxic? B Potential for oxygen
existing understanding of hazards B Flammable? depleted atmospheres?
Machinery
u .It can .be l.'lsed as a prompt in hazard B Moving parts? M Pressure?
identification ® Sharp edges or traps? M Tempcrature?
M It can also facilitate completion of consistent CETEEE
risk assessments, by listing other factors for M Public or on site use” \W Competence/fitness of
consideration (e.g. people affected, risk n Q'egr access/rouits (i driver?
controls) site’
Manual handling
B Common weaknesses of the checklist B Weight/shape of B Sharp edges?
approach are: objects?
— Potential for hazards to be overlooked, if ® Distance/heights?
not included in the list Other workplace hazards
— Requirement for assessor to have ® Noise? B Working at heights?
understanding of potential safety issues B Dust?

Many hazard checklists have been published, however suitable checklists may need to be
developed by OHS&E managers, to reflect local operations and cover all potential hazards

Inspection Checklist Job/machine safety analysis HAZOP study

Increasing complexity
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OHS Risk Assessment — |dentify Hazards ”II n

Job and machine safety analyses benefit from a task-specific approach to
the identification of hazards

Job Safety Analysis !
B Job safety analysis splits a job into its constituent parts, Overview of Approach

enabling hazards to be identified. It should consider
such factors as:

— Whether certain tasks are necessary or practical, 1) Consider the job or the machine in terms of
and how far rules are likely to be followed its constituent tasks/parts

— What happens in non-routine activities (e.g. |
emergencies, personnel cover)

) ) . . o Understand the purpose of each task/part,
W |t is useful for identifying and understanding hazards and how it contributes to the whole
arising from human errors

Machine Safety Analysis

B Machine safety analysis can help to identify hazards

associated with machinery. It should consider whether |
the machine is:

~ Suitable and safe for intended use, with appropriate @ Analyse the underlying causes and existing

Identify any areas where there is a potential
for hazard, error or malfunction

. protection

safety protection measures
— Maintained in a safe condition and inspected |

regularly _ o Determine whether additional protection is
— Only used by trained and competent individuals (5

clearly warranted
M |t is useful to identify hazards associated with the

operation, cleaning, maintenance and repair of
equipment

Inspection Checklist Job/machine safety analysis HAZOP study
Increasing complexity
~Arthur D Little
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OHS Risk Assessment — |dentify Hazards

Job and machine safety analyses benefit from a task-specific approach to
the identification of hazards (continued)

Example Job Safety Analysis

Job safety analysis

Task: Cleaning gutters on a single storey
building using a portable ladder

Date: 22 June 2004

JSA prepared by: ...
JSA reviewed by: ...

Sequence of basic job steps

Potential hazards

Required controls

1. Move ladder from vehicle to location (and
viceversa)

Back injury (twisting/over-reaching)
Being hit by incoming traffic
Hitting other people

m Assistance by another person
m  Park vehicle in safe area

2. Check ladder

Ladder collapse

m Inspect ladder for cracks and damage
m  Ensure that ladder is approved

3. Set up/remove ladder on gutter

Power lines nearby
Uneven ground
People being hit

= Ensure ladder is not close to electrical danger
zone

= Use boards to ensure firm footing

= Bunt area around ladder

4. Climb/climb down ladder

Slips, trips and falls off ladder
Ladder slipping or sliding

= Ladder secured at the gutter or have someone
else footing ladder
m  Wear good, slip resistant shoes

5. Clean gutter

Hand injury
Fall off ladder

= Use suitable gloves
= Remain between ladder rails
= Lower material before descending

6. Clean up area

Hitting others

= Maintain isolation of area from public until
clean up is finished

Inspection

Checklist

Increasing complexity

Job/machine safety analysis

HAZOP study

Arthur P Little
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OHS Risk Assessment — |dentify Hazards ”II n

A systematic process like a hazard and operability (HAZOP) study is a more
thorough, and complex, technique for hazard identification

B A hazard and operability (HAZOP) study is : —
used for the systematic identification of @  Define and understand designiintent of the ‘
hazards in complex operational systems equipment or process

B The HAZOP team should include:
— An experienced HAZOP leader

— A designated HAZOP recorder

— Engineers and operators with a thorough
understanding of the equipment or process

e Examine for deviations from the intent, using
guidewords to structure discussions

® HAZOP is a thorough methodology for hazard
identification and is particularly appropriate for

the study of complex processes or activities Q Record and detail deviations leading to hazards, ‘

B The main weakness of the HAZOP approach and formulate recommendations
is that it is time consuming and requires the

involvement of experts from various disciplines

HAZOP studies should be conducted with the assistance of trained OHS&E professionals or
external experts

Inspection Checklist Job/machine safety analysis HAZOP study

Increasing complexity
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OHS Risk Assessment — Determine Who is Exposed and How ”II n

The second step in the risk assessment process is determination of who
and how many people are exposed to each individual hazard

Ident|fy Determ_ine e Evaluate risks o

potential who might and identify Rec_ord your

hazards be harmed, control findings
and how measures

Review your e

assessment
and revise if
necessary
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OHS Risk Assessment — Determine Who is Exposed and How ”II n

It is important to consider who might be affected, and how sensitive they
are to particular hazards

Requirement

B |dentify which groups of people might be exposed to each hazard, their sensitivity (vulnerability
might be a better term?), and how many might be exposed

B |dentify the groups of people that could be exposed to the hazard, including people who are not
normally present (e.g. groups might include operators, cleaners, maintenance staff, contractors,
visitors)

B Consider the potential for direct and indirect exposure to the hazard (e.g. only one specific operator
exposed, or are adjacent workers affected?)

B Determine the vulnerability of the people exposed to the hazard (e.g. healthy adults, people with pre-
existing conditions, pregnant women, women of child-bearing age, juveniles)

B Estimate the number of people exposed to the hazard, and the percentage of the workday that each
employee group could be exposed to the hazard

— Number of people exposed
— Duration of exposure (e.g. continuous, x hours per day, infrequent)
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The third step is evaluation of the risk resulting from each hazard, and
identification of appropriate control measures

3 ) Evaluate o
Determine .
Identlfy who might be ASG e Record your
potential harmed, and Identify findings
hazards how control
measures

Review your e

assessment
and revise if
necessary
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Risk evaluation involves estimating severity and likelihood of the potential
consequences, taking into account existing control measures

Requirement

B The severity and likelihood of potential consequences should be estimated, considering the effect of
existing control measures

M For each of the identified hazards, consider what the potential consequences of an accident or
exposure could be

M [t is possible that a hazard can have various potential consequences. Judgement should be used to
take the most probable, reasonable consequences, rather than the most or least severe

B |dentify existing controls, such as fixed engineering protection,
procedures, training, etc.

B Estimate the severity and likelihood of the consequences,
taking the effect of existing controls into account

B Combine severity and likelihood to calculate the risk

B Finally, decide whether additional controls are needed to
reduce the risk to an acceptable level. The selected controls may

help to reduce the likelihood of an accident or the severity or both _

Likelihood

>

Severity
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OHS Risk Assessment — Evaluate Risk and Control Measures

The hierarchy of control measures suggests preferred methods of
controlling risk

Requirement

B Where additional risk mitigation is required, controls should be selected according to a set hierarchy, which is
based on perceived effectiveness

Eliminate the
hazard

B Eliminate the hazard
altogether, e.g. by:

material with a less
hazardous alternative

of machinery or process

e Minimise exposure

to the hazard

— Substituting a hazardous

— Adopting a different type

Implement engineering
controls to separate the
operator from the risk,

e.g:
Guards on machinery
Forced ventilation of site

Remote equipment
operation

e Use administrative
controls

€Creasj
ng effectlveness/prefer
ence

B Use administrative
controls, such as:

— Changing work practices

— Introducing standards
and procedures

— Staff training
— Health monitoring
— Inspection and audit

o Provide personal

protection

Provide personal
protective equipment
(PPE), such as:

Safety glasses
Hearing protection

Fire and heat resistant
clothing

e Prepare to treat the

consequences

Arthur P Little

Provide equipment and
materials for treating the
consequences, e.g.:

First aid kit
Eye wash
Emergency shower
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The Risk Management framework provides a variety of management
interventions which need to be assessed in a consistent manner

Improve Hardware

Improve Systems

>
\ Reduce Human Error
—>

Risk Reduction

/ Potential
/vl Risk Retention Intentional
Management
Intervention \ Inadvertent
Risk Transfer T Contract
\ Insurance
Risk Avoidance
T Cease Activity
Risk Diversification (———» Smaller units
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The type of risk control required may be dictated by existing legislation,
standards, or good practice

Requirement

M |t is important to ensure that risk control measures meet the requirements of OHS regulations and
standards. However, additional action may still be needed to reduce the risk to acceptable levels.

Guidelines How to use them
= OHS ‘l Requirements for controls will be dictated by local, national or international (e.g. EU) regulations
regulations 8 Regulatory requirements are mandatory, so it is essential that a thorough check is undertaken to
| ensure that risk controls are at least compliant with these requirements
" ggtll‘;i(t); B |f NPC or local site OHS&E standards are applicable, care should be taken to ensure that the
standards specifications for risk controls are adhered to

‘ , B If the controls suggested in the above sources of guidance have not provided sufficient risk
= ‘ALARP } reduction, initiative should be used to identify further scope for improvement
L

principle .
It may be useful to consult a range of employees, managers, or external experts for suggestions

International standards of best practice (such as BS EN ISO 12100 for machinery safety) provide

B International -
} useful guidelines for identifying and implementing suitable risk control measures

standards of
best practice

mP A full explanation of the ‘ALARP’ principle is provided in later slides
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

It is important to re-evaluate the risk after additional controls have been
selected

Requirement

B Once additional control measures have been selected, it is useful to revisit the risk evaluation, in
order to calculate the residual risk

B Unless a hazard has been eliminated altogether, it is likely that some risk will remain once control
measures have been implemented

B |f processes or materials have been substituted, or additional control measures implemented, this
may have introduced new hazards, or could have an unexpected effect on existing hazards

B |t is therefore useful to revisit the risk evaluation after control measures have been selected, in order
to:

Understand the level of risk that remains
Ensure that the risks have been reduced sufficiently to comply with OHS requirements
|dentify areas where further risk reduction measures are required

Demonstrate that risk has been reduced to a level that is ALARP (in other words a proportionate
level of effort has been expended on reducing the risk)
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Risk evaluation should be undertaken using an appropriate technique

Requirement

B Using an appropriate technique, evaluate the risk from each of the identified hazards, taking
account of existing mitigation

B Several techniques can be used to evaluate risks, e.g.:

Quantified risk

Informed judgement Risk matrix assessment (QRA)

Increasing complexity

B These techniques vary in complexity, and each has advantages and disadvantages
B Care should be taken to select an appropriate technique for the scale of the hazard being assessed
B The evaluation should take account of existing risk control measures

B To aid consistency, it is helpful if the same person/team conducts evaluation for all identified
hazards in a specific area
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Informed judgement about the level of risk involved can be sufficient, if the
hazards are thought to be minor

Informed Judgement

B Consider whether hazards identified present a risk to personnel
B |dentify existing controls, and how they are being implemented
B Decide whether the residual risk is significant, and whether it is acceptable

B Such an approach might be suitable for minor hazards, for example those associated with routine
housekeeping or catering activities

B Basic informed judgement would not be sufficient for more significant hazards, such as tasks
involving the use of specialised equipment or hazardous substances

Informed judgement Risk matrix Quantified risk assessment (QRA)

Increasing complexity
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The risk matrix is the simplest structured tool for risk evaluation...

B For each hazard, estimate the likelihood and
severity of an accident

B Decide on the number of points in the scale;
three are shown in the example:

— Severity can be minor, major or fatal

— Likelihood can be infrequent, occasional or
frequent

B Use the matrix to determine whether the
accident presents a low, moderate or high risk

B Providing more detailed definitions of each
scale can improve accuracy, but may lead to
longer discussion and often does not change
the final risk score

Informed judgement Quantified risk assessment (QRA)

Severity of hazardous event

Increasing complexity

Fatal

Major

Minor

<1in 100 years 1in 10 years 1 per year 1 per month
Infrequent Occasional Frequent

Likelihood of hazardous event

I:l Low Risk |:| Moderate Risk - High Risk

Arthur P Little
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OHS Risk Assessment — Evaluate Risk and Control Measures

... but requires care to ensure consistency of application

Key learning points

B Recent good practice in risk matrices suggests
ADDING rather than multiplying severity and
likelihood scores. This requires a consistent
factor between each ranking (e.g. doubling)

B If the ranking is carried out in a group, care
should be taken to ensure a common
understanding of the hazards being ranked

A common error is ranking the likelihood of the
hazard rather than the outcome — this leads to
scores being over-estimated

The leader of the group needs to decide
whether realistic worst case, or typical case
situations are to be considered (both can be
used to check the results)

Providing more detailed definitions of each
scale can improve accuracy, but may lead to
longer discussion and may not change the
results

Informed judgement

Description . \Frequency Frequency | Rank
Remote <) \1in 500 years 0.002 1
Rare _«\\* [1in 100 years 0.01 2
Infrequdde® 1 in 20 years 0.05 3
0¢§a$o| nal 1in 4 years 0.25 4
Fréeflient 1 in 9 months 1.25 5
Regular 1in 2 months 6.25 6
Common 1in 12 days 31.25 7
Description Consequences Rank
(Fatalities)
Minor Injury 0.005 1
More serious injury 0.025 2
Major injury 0.125 3
Single fatality 0.625 4
Multiple fats (2-5 eq.fats) 3.125 5
_ Multiple fats (6-25 eq.fats) 15 6
| Multiple fats (>25 eq.fats) 75 7
Consequence
1 2
s (9 [10 [11 [12 [13 |14
§ (7 |8 (9 (10 [11 [12 |13
o Ele (7 (8 [9 [10 11 12
SEM5 (6 |7 [8 |9 [10 |11
o E4 [5 (6 |7 |8 10
VAl3 (4 |5 |6 |7
2 (3 (4 |5 |6

Increasing complexity

Quantified risk assessment (QRA)

Arthur P Little
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Quantified risk assessment (QRA) is a complex technique, which calculates
risk based on facts and historical data

Quantified Risk Assessment (QRA) Overview of Approach

B QRA is suitable for evaluation of significant

risks (often from complex or high-hazard o Define hazard scenarios
processes)

M Sophisticated modelling techniques are used, . .
requiring considerable expertise and 9 Conduct frequency analysis for each scenario
judgement

B The technique is time-consuming, and ) )
requires significant data and resources @ Conduct consequence analysis for each scenario

B Despite apparent complexity, there are often

large uncertainties in the results o Integrate frequency and consequence results to

calculate the risk

B Good practice is to address uncertainties and
carry out sensitivity tests on the results rather
ignoring them

QRA studies should only be conducted by appropriately trained OHS&E professionals, and
may require external expertise

Informed judgement Risk matrix Quantified risk assessment (QRA)

Increasing complexity
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Several tools can help in interpreting the results of risk evaluation to
determine whether additional risk controls are necessary

Requirement

B For significant risks, additional control measures should be considered

B Once a risk has been evaluated, it is necessary to determine whether additional control (i.e.
mitigation) is required

B There are several tools that can help in deciding whether a risk requires mitigation, e.g.:

. . . . Application of the
Good practice Risk matrix selection ‘ALARP’ principle

Increasing complexity

M |n each case, it is necessary to define levels at which a risk becomes significant, or intolerable
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

Observing good practice and standards can provide sufficient confirmation
that minor hazards are being controlled effectively

Good Practice

® Consider whether the risk controls are already compliant with Group standards, industry standards
and international best practice

B If not, suggest improvements to the controls where there are gaps, and determine whether the risk
is now acceptable

M |f the standards and best practice controls have all been applied, and the risk is still unacceptable, it
may be necessary to consider whether it is possible to eliminate the hazard altogether, e.g.:

— By using a different material, process or item of equipment or working practice; or

— By stopping an activity altogether

Good practice Risk matrix selection ‘ALARP’ principle

Increasing complexity
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The risk matrix can be used to determine whether additional risk controls
are required

Risk Matrix as a Guide to Decision Making

B A boundary can be marked on the matrix to
show the level of risk that requires further
action

— e.g. The example matrix shows that all
risks require further action, unless they are
minor severity and infrequent

@ B This may involve more detailed evaluation of
the risks, and/or selection of appropriate

Regular « control measures

Review B Factors such as legislation, company policy or
public perception may influence where the
<1in 100 years 1in 10 years 1 per year 1 per month boundary lies. For example;

Infrequent  Occasional Frequent — It could be decided that infrequent, or low
Likelihood of hazardous event consequence events do not require action

— It may be necessary to act on all high
consequence hazards, even if they are
Low Risk Moderate Risk - High Risk very unlikely

Fatal

Major

Or

Minor

Severity of hazardous event
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

The ‘As Low As Reasonable Practicable’ (‘fALARP’) principle can be used to
determine whether risk has been reduced to an acceptable level...

B UK Law requires risks to be controlled to a
Ilgyaec!titcrz]:tt) II: As Low As Reasonably A / Intolerable
B Numerical or clearly defined boundaries may
need to be developed s
B Risk can be mapped to the criteria — which e rgg&lg?iiﬂt Qxiaesﬂrei to
) . ) i : pt where
helps decide whether action must be taken: © risk reduction is
. o : 5 impracticable or the cost is
— In the unacceptable risk region, it is essential to c grossly disproportionate to
take action to mitigate the risk the improvement gained
— In the broadly acceptable region, no further action
is required except monitoring to ensure risks
remain low
— In the intermediate, or tolerable, region, the risk / Broadly Acceptable
MUST be reduced to as low as reasonably
practicable (ALARP) at any cost

B If risk cannot be reduced further without
unreasonable expenditure, it is considered
‘ALARP’
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OHS Risk Assessment — Evaluate Risk and Control Measures ”II n

...there are broadly three techniques that can be applied to decide whether
a risk control measure should be applied or not

m Comparison with good practice m Other companies are applying this
mitigation measure that is recognised
as good practice in the industry

m Application of expert judgement m Based on the judgement of
experienced staff, estimate the likely
safety benefit and compare against an
estimate of the cost

m Cost Benefit Analysis m In exceptional circumstances, where
the decision is uncertain and there
appears to be benefit from further
analysis, more detailed cost benefit
analysis can be applied
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OHS Risk Assessment — Evaluate Risk and Control Measures: Check Results ”II n

It is very important to check any results from a risk assessment to ensure
they are consistent, free from errors, and there is confidence before making
decisions

Reality Check l <

B Are the results believable?
— Are you surprised at which elements have the highest risk/risk scores?
— Are you surprised at which elements have the lowest risk/risk scores?

B How do the results compare with any previous assessments you have carried out?

Pad

Uncertainty/Sensitivity Analysis l

B Do any of the assumptions in the risk assessment have a high degree of
uncertainty?

B If yes, conduct a sensitivity analysis to see how changes affect the overall results
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OHS Risk Assessment — Record Findings ”II E

The fourth step in the process is reporting and recording of the risk
assessment

Ident|fy Detem_1ine Evaluate risks

potential who might be and identify Record your

hazards harmed, and control findings
how measures

Review your e

assessment
and revise if
necessary
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OHS Risk Assessment — Record Findings

Finally after completion of the risk assessment, it is important to document
the results, approach and assumptions

What has the risk
assessment told
you?

What are the
highest
contributors to
risk?

What new control How are you

measures are
needed?

controlling risk?

Arthur P Little
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OHS Risk Assessment — Record Findings

The results of each stage of the risk assessment may be presented in a

clear format in a risk register

Requirement

B All the important information from each stage of the risk assessment should be recorded in a clear

and appropriate format

B The record should mention the findings of each
step in the risk assessment process

M |t does not need to be detailed or complicated,
but should include all the key decisions made

M [t is also important to note who conducted the
risk assessment, when it was done, and when
it should be reviewed

B A suggested format is shown here
B |t may be helpful to attach technical appendices

to the formal record, explaining the context,
approach and assumptions made

Risk assessment subject:

Date:

Assessor:

Hazards identified:

People affected:

Risk evaluation:

Controls and actions:

Signature:

Suggested review date:

Arthur P Little
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OHS Risk Assessment — Record Findings

The risk register describes the issue as well as the assessment and options

for control

Risk ID 7.1

YWhat : Activity description

Example of Risk register Page

Risk Marme | Step out of possession Risk Assessment
Average 3.0 5.0
YWhere : Location Assessar Likelhood Conseguence]

1

(SN

Eﬁ?’émﬁ 53 Below 10 is broadly acceptable

10 to 17 is tolerable if ALARP
Cwer 17 RED is not acceptable

5 2

-4
g

53
o

YWhen ; Activity Timeline Who : Person involved E 2
o

7 1
Planning Setting Carrying Handing == | |COS35s | |Signallers o

forwork & up o houtwork s badk & |Track Staff L FICOPs | |S&T Tech || 0

o i +* i = IMachine Op | |Lookouts | |Handsignallers] | o 1 _2 . 3 4 5
Others Site Warden Driver Likelihood

Description Of Risk

Patrolman steps out of 4ft to use tool to tighten
nut eg on fishplate. To do work must place

himself securely on ballast outside protection

ie in position where less than 2 m from line open

to movermnent.

YWork location may involve complex layouts

Description of Contrals

Patrolamn is accompanied by collegue who should act as Site Warden if protection is
intended to be Green Zone. Site warden should pull partolman back into 4ft to remain
in position of safety clear of lines open to mavement. If the colleague acts instead as
lookout he will be in wrong position and could be working in red zone prohibited area
Twa Caontrols practicable :

1. Contact Signaller for Ti or Tii on adjacent line

2. Do not allow patralman to carry tools. He should inspect only and work such as
tightening should be done where needed at night

Factors in Likelihood

Tightening loose nuts seen as traditional and impartant part of patral and inspection. |If man is surprised by train while attempting to tighten nut he could be struck and
Staff will carry out the work as they are accustomed to do. Groups estimated varying [killed. If he jurmped clear at last minute he might slip and fall foul of line. He might
range frorn unlikely to probable. Lower values attributed to groups with higher leave tool behind in position where it could strike and damage train or cause injuries
proportion of on-track workers. Risk is very location dependent (speed and proximity |from flying object if struck

of adjacent Line)

Factors in Conseguence

Consequence rated as fatal...most severe condition

Arthur I} Little
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OHS Risk Assessment — Record Findings ”II E

This record of the risk assessment should be discussed, documented and
registered

Requirement

B Risk assessment records should be discussed by site management, and the results should be fully
documented and registered in the site OHS&E documentation

B Depending on the company’s documentation philosophy, the risk assessment materials should be
registered:

In paper format (signed by the employee who completed the assessment, and checked or

authorised by the appropriate line manager)

In electronic format (with a paper copy signed by the employee who completed the assessment,

and checked or authorised by the appropriate line manager)

M All significant risks and potential risk mitigation measures should be:
— Discussed by the site’s senior management team in a suitable forum
— Documented with assigned action plans for implementation
— Managed to ensure implementation is achieved within agreed timescales
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OHS Risk Assessment — Record Findings ”II E

It is important to communicate the results of the risk assessment to all
people exposed to the risks or affected by the recommendations

Requirement

M The results of the risk assessment should be communicated to people exposed to the risks or
affected by the recommendations

M |t is important that all employees understand the nature of the risks they are exposed to, and the
importance of proper implementation of risk mitigation measures

B Information on completed risk assessments, including details of findings and recommendations,
should be communicated to the relevant people through appropriate channels (such as weekly or
monthly group meetings, or official memoranda)

B |f the recommendations include significant changes in working practices or equipment, it may also
be necessary to organise formal training
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OHS Risk Assessment — Record Findings Example ”II E

The results for the risk assessment for each scenario are shown in the
record below

Case Study: Scenario A

Risk assessment subject: Date: July 2004

B General workplace activities in primary processing area | Assessor: H. Smith

Hazards identified:

B Flammable substances

B Use of machinery with some moving parts, sharp edges and high temperatures
B Manual handling

® Noise

B Dust

B Working at heights

People affected:

Operators x 6; Managers x 2, conducting inspection of the workplace; Cleaners x 4, periodically visiting; Maintenance
crews, as required for repairs and maintenance duties — up to 3, on occasions

Risk evaluation:

B High risks — none identified
B Moderate risks — 1. Manual handling incident, 2. Fire, 3. Machinery accident
B Low risks — 4. Fall from height, 5. Reaction to dust exposure, 6. Hearing damage

Controls and actions:

1. Training, 2. Emergency procedures, 3. Use of competent operators and procedures, 4. Controlled working practices,
5. Dust control and cleaning, 6. Hearing protection

Signature: 7. Smith Suggested review date: July 2005
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OHS Risk Assessment — Review and Revise ”II H

Finally, the risk assessment should be reviewed at a later date, and revised

if appropriate

)
Review your
assessment

Ident|fy Detem_1ine Evaluate rlsks

potential who might be and identify Rec_ord your

hazards harmed, and control findings
how measures

and revise if
necessary

Arthur P Little
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OHS Risk Assessment — Review and Revise ”II B

Risk assessments get out of date; it is essential to conduct periodic
reviews to ensure that it remains valid and that the risks remain adequately
controlled

Requirement

B The risk assessment should be reviewed occasionally, either for assurance and planning purposes,
or as part of the overall change management process

M |t is good practice to review risk assessments occasionally:

— This maintains visibility of significant risks, and offers a chance to ensure that controls are still
effective

— Risk assessment should also be a key source of information in the business planning process,
particularly for safety management planning, and during setting of objectives and targets
M |t is important to review risk assessments if there is a significant change planned, and to revise the
assessments if necessary:

— A significant change (e.g. a change in manufacturing equipment, staffing or operating
procedures) may alter the risk profile of an activity or site

— Itis necessary to determine how existing risk is affected by the proposed change, and to take
further mitigating action if required

— Risk assessments should also inform change management decisions (e.g. which type of new
equipment is the preferred choice)
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OHS Risk Assessment — Selecting an Appropriate Methodology ”II

There is a range of risk assessment techniques available, which can be
qualitative or quantitative in nature

B Simple qualitative risk assessment is undertaken by exercising informed judgement
about a particular activity

W Structured qualitative assessments are subjective, based on personal judgement
and supported by generalised observations or data on risk

— Consequence and frequency are typically estimated on a coarse basis (e.g. low,
medium or high)

— Risk scoring and ranking is done on this basis

B Quantitative assessments produce an objective, numeric estimate of risk, based on
known or calculated information

— Quantified risk assessment (QRA) is the generic name for such assessments

— Data used for QRAs include failure rates for equipment, material properties and
conditions, information about on and off-site populations, and calculations of the
accident consequence severity

Resource and data requirements for risk evaluation vary according to the technique chosen
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OHS Risk Assessment — Selecting an Appropriate Methodology ”II

It is necessary to conduct a simple, initial assessment of the hazards
to enable an appropriate level of risk assessment to be selected

B The scale of hazards varies significantly — from those with the potential to cause
minor injuries to individuals, to those with the potential to result in multiple fatalities

B The tools and techniques used in any risk assessment should be selected to reflect
the scale of the hazards, to ensure that the assessment is sufficiently thorough
without requiring excessive resources (UK Law says to carry out a suitable and
sufficient assessment of risks)

B Selecting appropriate tools and techniques for risk assessment therefore requires an
initial judgement to be made regarding the scale of the hazards

M This initial assessment should be undertaken using the simplest tools:
— A basic hazard identification should be completed by inspection of the situation

— The scale of the hazards identified should be classified by an experienced person
as minor, moderate or major

B If at any point during the risk assessment you consider the hazards to warrant a
more detailed level of investigation, then more sophisticated tools and techniques
should be used to conduct the assessment
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OHS Risk Assessment — Selecting an Appropriate Methodology

1IN

When you have classified the hazards, this table can be used to identify
appropriate tools and techniques for the risk assessment

Suitable Risk Assessment Techniques

Scale of Hazard Example
Minor cm%rii’:iglr?g ((a)r Inspgrc fon _Informed Good practice _
housekeeping Checklist Judgement
Major Pe;;gggsesrgiga' HAZOP gf;‘;’gﬂ%gj‘) ALARP’ principle

aAle}end

aAlleIUEND

Arthur P Little
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